IMPROVING THE READINESS OF
SMART CITIES’ FOR MANAGING
CRISES AND STRESSES
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THE PROBLEM

Smart Green Resilient Systems are complex
technico-economical-social ecosystems with

many diverse stakeholders.

The human factor has not received sufficient

attention either
« atthe level of citizen participation or

« atthe level of stakeholder's development
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Winning the war of talent




THE PROBLEM Sk

Challenges
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Data Security Vendors
« Data overload; noisy, * |Public-private
heterogeneous data collaboration
(volume, variety and = Coordination among
velocity of data) iti multiple stakeholders
= Interoperability issues
» Management of
open data

Yesssnsassnnned

Policy Citizens Talent Resource

* Lack of loT standards = Lack of confidence in * Lack of fraining Funding, ROl

= Legislation and policies using and benefiting fi /m workforce . Business models

= Embedded or rigid public smart city services - Shortage of funds - Meet growing
sector processes = Cilizen participation  d for training energy demands

- Slow government privacy concems = Aging workforce

procedures and = Inclusivity and
reaction times SOcioeconomic
consequences

Source: PwC analysis, Technavio, Cisco, ITU, IEEE, Smart Cities Dive, GreenBiz
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DATA ARE REVEALING

Challenging area to manage Lack of skills

90 percent of organizations say that Only 34 percent say their organization has
workforce issues are a challenging area to sufficient skills to execute its digital
manage in their agency's digital strategy.

transformation.

Difficult to obtain new skills

Only 33 percent say their organization
provides the right resources or
opportunities to obtain the digital skills
they need.

Manpgis LA




SOLUTION s

Reskill municipalities personnel

Develop reskilling training programs
Tap free online resources

Set up smart cities' academies

Collect educational resources and create database of best practicies

Define new modern occupational profiles

New technology based occupational profiles will attract young taltents

Develop collaboration networks

Networks between stakeholders, community of practices

Win the war of talent 5



SC OCCUPATIONAL
PROFILES PORTFOLIO
AT UTH

Smart DevOps project
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« Official name of the project: Competences for
Resilient Smart Cities' Staff

+ Moo, CRISIS KEY INFORMATION ~

« Funding Programme: Erasmus+ (European
Commission)
IR Co-funded by the
Erasmus+ Programme
M of the European Union

* Project website: crisisproject.eu
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Co-funded by the
Erasmus+ Programme
of the European Union

RESILIENT SMART
CITIES DEFINITION

Resilient cities are cities that have the ability to absorb,
recover and prepare for future shocks (economic,
environmental, social & institutional).

Resilient cities promote sustainable development, well-
being and inclusive growth.

Smart implies that the role of ICT is the driving force.

OECD definition: https://www.ocecd.org/cfe/resilient-
cities.htm



https://www.oecd.org/cfe/resilient-cities.htm
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COMPETENCES AND SKILLS OF SCRO (100 g
RESILIENT CITIES )

1. Leadership
« CRO must be able to inspire, influence, and enlist colleagues and city residents to activate the city’s resilience strategy.

2.  Ability to engage locally
* CRO must understand their community and local setting and be able to establish and maintain strong engagement
fro municipal leader, city residents, and key stakeholders.
3.  Ability to engage globally
« CRO must be able to represent the city in global forums in order to share information, ideas, best practices, and more
effectively develop innovative solutions.
4.  Ability to function across disciplines
« CRO must be able to communicate with and be effective within multiple sectors and disciplines such as
transportation, energy, healthcare, housing, education, and community engagement.
5.  Enterprising spirit
« CRO must be resourceful and willing to experiment, pursue new ideas and take risks.
6.  Effective communicator
« Storytelling and other forms of communication will be critical for driving the resilience conversation in the city and
engaging stakeholder support.
/.  Project management
« CRO must be able to manage multiple streams of work and multiple relationships in an effective and efficient Manner.



OUR RESEARCH ON COMPETENCES

Resilience management and Smart Cities planning and
response planning skills organizational

CRISIS
competences

Business and Financial

Transversal
Management

LTI

lll"!llh|

Co-funded by the
Erasmus+ Programme
of the European Union
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RESILIENCE MANAGEMENT AND N
RESPONSE PLANNING SKILLS

Coordination and interoperability of critical systems and services.

« Coordination and interoperability requires that elements share common awareness of the situation and are
able to coordinate to their potential partner as well as sharing information with other stakeholders. In this
context, it will have presented how to implement new standards to support SC systems for minimizing crucial
problems, especially during the critical period of responding to hazards and disasters.

Evaluating smart cities assets, services and resources.

« Skills on how to identify, engage and operate city’s critical assets, services and resources. It will be presented
existing frameworks of curréntly available smart City indicators to monitor and assess the performance and
sustainability of smart cities resources.

Risk assessment and quantification.

« Quantitative Risk Management represents the discipline which deals with the ability of an organization to
quantify and manage its risk. This scientific approach to smart cities is becoming increasingly critical in today’s
world as they needto satisfy stakeholders who demand it.

Risk management tools.

« An e-CF Competence that is a very important in identifying, prioritizing and developing responses to various
risks. Technology is critical to helping smart cities become more efficient, while techno ogy adoption presents
novel opportunities, there are challenges and inherent risks that must be understood and’managed for all

smart city projects.

Smart city response planning.
« The necessary skills and competences to plan and implement the strategy on recovery after a crisis.

12



SMART CITY PLANNING AND
ORGANIZATIONAL SKILLS

» Blue-green infrastructures in cities. A topic that covers both the blue (water elements) and th.e]green (trees, parks, etc.) infrastructure
management that will introduce trainees to models and strategies that enhance blue-green infrastructure & social performance in
urban environments to strengthen blue-green infrastructure in'their cities contents

Manpeis \P°

* Digital Innovation Management.

+ Digital Innovation Management aims to provide trainees with the opportunity to combine knowled(?e‘ of digital innovation with management insights
and strategies related to smart city, enabling them to stay ahead of one of the fastest evolving trends in the'world.

« GIS and Digital Twinning of Smart Cities.

« Technologies of these two scientific areas, i.e. geographic information system (GIS) and Di?ital Twinning, will be introduced to trainees and how these
are utilized with monitoring systems by pairingthe virtual and the physical world to prevent problems.

* Smart cities: context, policy and operation.
* The core knowledge on what is a smart city, how it is working and what is the strategic vision of it.

Smart city enabling technologies.

* It covers the wider area of cutting-edge technologies that are used by smart cities to enhance city's’ infrastructures and provide smart services to
citizens.

*  Smart City stakeholder management and citizen engagement.

* The major sectors of stakeholders of Smart Cities will be presented and explain the different Ferspecftive that different stakeholders have about
services and resources of a smart city. It will be also described the procedure by which the relationship with the smart city stakeholders is organized,
planned and controlled, in order forthem to be fully motivated to engage.

*  Smart city standards for resilience.
+ Identification and implementation of the recognized standards to build resilience in smart cities.

* Smart city urban planning and infrastructures.

« It will be presented the key knowledge domains and competences required for effectively managing smart cities characterized by rapid urbanization
triggering the need to cope with increased complexity.

13



BUSINESS AND FINANCIAL MANAGEMENT %
SKILLS

« Data analytics and statistics.

 Data analytics, which is a e-CF competence, has a crucial role to play in
helping cities improve urban mobility, and better manage their
infrastructure in a secure, resilient, sustainable and cost-effective manner.

* Information security strategy development and management.

* One more of the e-CF Competences that it's about identification and
management of controls that need to be implemented in order to secure
assets from various threats.

 Planning financial recovery programs.

« A necessary area of expertise in order to minimize the lag between the
effect of a disaster and the beginning of the recovery procedure. A financial
recovery plan help stakeholders determine strategic ways to set financial
goals, organize, monitor, evaluate and reevaluate their progress.

14
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TRANSVERSAL SKILLS

* The procedure that ensures that the city will face unexpected events and threats the best possible way.

Crisis management.
It will introduce the Decision Making process and Problem Solving approaches to trainees that will be able to
scope of Decision Making pro?lems, as well as the fur%damerjta s,

bl |

Decision Making and Problem Solving.
h d :

methods and techniques of Decision Theory. Furthermore, it focuses on the uncertainty nature of Decision
aking problems in the context of smart city, for which special consideration in the problem solving approac

irst realize the general c a;acter_is_‘ucs an

M
need to be given.
Information and knowledge management.
« Animportant e-CF Competence about the management of the procedére that includes gathering the right
It.

information from various sources and distribute them to those who nee

« The set of skills in order a leader like the SCRO be able to organize, plan, and deliver the desired recovery

Management skills.

strategy of a Smart City.
Information security strategy development and management.
One more of the e-CF Competences that will introduce trainees to the tools for identification and .
management of controls that need to be implemented in order to secure assets from various threats. It will
describe how to build a security strategic plan, an entire IT security policy, and lead in the execution of the

plan.



DEVOPS COMPETENCES FOR SMART CITIES

+  Official name of the project: DevOps competences for Smart
Cities
- Acronym: DevOps \/

« Funding Programme: Erasmus+ (European Commission) I(EY IN Fo RMATION

- Project website: smartdevops.eu
EEE Co-funded by the
R Erasmus+ Programme
M Of the European Union

«  Community of practice: @SmartDevOpsEU (facebook)
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SMARTDEVOPS PROJECT ENVISAGED KEY ) 7
PROFILES

-

Smart City Planner Smart City IT manager Smart City IT Expert

. A Smart City IT manager can be
A Smart City Planner can be

defined as a high-level official
that can bridge the needs that
arise from: a) Cities traditional

A Smart City IT officeris an IT
technical expert that should be able

defined as an ICT consultant with

responsibilities that include: a)

. - . to: a) Analyze cities’ organizational
Setting objectives and strategies for ) y °

data b) Determine information
. the IT department b) Deciding on ) nel !
development and operational
needs b) Smart and sustainable

cities frameworks, best practices,

system requirements and definin
and implementing suitable y N J

. . roject objectives c) Use software
technology to organize all internal Pro) ) )

development process, development
operations c¢) Designing and X X X

standards, and technologies c) environments, tools, and techniques

. ' o fho ity customizing the IT systems,
trateg|C' Prlorltles © t‘ ecltys frameworks, and platforms to
political leadership.

improve citizen experience e) Plan

the implementation of ne




DEVOPS CURRICULUM -
COMPETENCES GROUPS

Transversal competences

General IT Knowledge
competences

DevOps related
competences

Smart city related
competences

For the full list of modules please visit the project web site
https://smartdevops.eu/dev/ocers/



https://smartdevops.eu/dev/oers/

SMART CITY P. Fitsilis
BODY OF A. Kokkinaki
KNOWLEDGE

The book can be downloaded from
http://smartdevops.eu/scbok

DEVOPS COMPETENCES FOR SMART CITIES

Manpeis L



http://smartdevops.eu/scbok

OPEN MODULES NATIONAL v,
DIGITAL ACADEMY /1

Evepyd pihtpa:
TEXVOROVI'.EC aLyp r'|1; [ Oepartikeg evotneg: EEumveg moAelg X ]

Bpébnkav 15 pabnuata

OEUATLKEG EVOTNTEC

Ndpoyoc: DevOps Competencies for Smart Cities

[J Meydha Acdopéva ) . i )
ETiLxelpnHatika Jovteda EUTVWY TTIOAEWY

[ Ymoloylotikd NEgoc
O Texvnt Nonpooovn OL moAeLg avTLPeTwTL{ouY TTpOKANGN HE auEavopevo TANBUGHO
Kal TIPETIEL va eQappocouy EEUTIVEG ADTELG yLd va yivouv TILo
0 Mnxavuai Mdénon QVBEKTLKEC OTLG OLKOVOULKEG, TIEPLBAMOVILKEG KAL KOWWVIKEG
[ Avdiuon AeSopévwv TIPOKANOELG. AUTO To paBnpa eEeTadel Ta Kawotopd
ETILXELPNHATIKA HOVTEA OTO TAGLOLO TWV EEUTTVWV TIOAEWVY,
aVaAUEL TA TILO GNPAVTIKA UTIAPYOVTA ETILXELPNHUATIKA HOVTEAD,
EEumveg TOAeLG KaBLWC Kal Ta avadsuopEVa ETILYELPNHUATIKA HOVTEA yLa £EUTIVEG
TIOAELC.

[ Wnoeakn yewpyla

Katnyopla s€Lotntag

[J revikn ® O Eiabikeupivn Sbiotnta . EAvikd (© > 3 wpeg MpoBoAr| paBripatog -

[J EEelbikeupévn

Mapoyoc: DevOps Competencies for Smart Cities

Fwooa MAatbéppeg £ELTIVWV TIOAEWY

O Emnvia AUTO TO PABNPa SLEPEUVA TOV POAD TNC TEXVOAOYLAC KaL TWV

O AyyAwa SESOPEVWV OTLC TIOAELC Kal ENyel TIWE UTopELTe va OUPHETACYETE
ot Snuloupyla EEUTTVWV TIOAEWVY.

Mdapoxog

0 ApLOTOTEAELD MAVETILOTIULO ® @ Eiedikeupsvn Sefotna . BNk (O = 3 wpeg

https://nationaldigitalacademy.gov.gr/



OPEN MODULES NATIONAL
DIGITAL ACADEMY /2 P

Wnouakn Akadnpuia MoAttwy

AvamtugTe TG Pn@YLakKeEG oag SeELOTNTEG SLadikTuakda! Avalntriote £5u...

Apywer]  »  Teyvohoyisg ayunc »  EmyEipnpoatka povrEla efumvwv moeAswv

ETtLXELpNUATLKA HOVTEAA EEUTIVWV
TIOAEWV

OL moAeLg avtipetwitiouv ipdkAnon pe avkavopsvo TANBUGHG KL TIPETIEL VA EPAPHOToUV 3 SINESS
£Eumveg AUGELG yLa va yivouv TILo avBEKTLKEG OTLG OLKOVOHLKEG, TIEPLBAAOVTLKES KL KOWWVLKEG MODEL-
TPOKANCELG. AUTO To PaBnpa efetdlel Ta KAWOTOA ETILYELPNPATLKA HOVTIEAT OTO TTAQLOLO TWY .
£EuTVWV TIOAEWY, avaAUEL TA TILO CNUAVTLKA UTIAPYOVTA ETILYELPNHATIKA HovTEAQ, KaBwg Kal ta
avadUGUEVT ETILYELPNHATIKA PHOVTEAT yLa £EUTIVEG TIOAEL.

T

Katnyopia Ozpatikn evétnTa

I/Tr'- T AETTE ) |/'E='—|| |
(Texvohoyleg ayprg ) | ( EEumveg moha )

Katnyopia defotnrag Muwooa Luapkeia Mpocpaon DEV@PS

@ @ cfaSikeupévn | EMnuika (O >3 wpeg  Me eyypapn

MetdBaon otr) ogAida tou pabripatog =

ZXETLKA PJE TO pabnpa

AUTO To pdBnpa amotehel sva amd ta 15 dtaguvdedepéva pabrjpata Tou aYopouy TLG EEUTIVEG TIOAELG KAl [ TO TIEpAG TG TapakoiouBnang Tou,
Slvetal n duvatdtnta atov ekMaldsudpsvo va AdBEL TTILOTOTIOLNTLKG £TTLTUY0UG OACKANPWONG. ZUYKEKPLUEVA, 0T PHaBnua Ba pdbete:

-va kaBopldete TNV EvvoLd TWY KAWOTOPWY ETILXELPNHATLKWY PJOVTEAWY
-va TpoadLopileTe TUTIOUG KALVOTOHWV ETILYELPNPATIKWY HOVIEAWY

-V TIEPLYPAPETE TV EVVOLA TOU ETILYELPNHATLKOU HOVTEAOU



AWARD OF FIRST CERTIFICATES FOR SMART CITIES

PROFESSIONALS

e March 2022 - 94

Certificates at European
level

« MOOC programme had
duration of 24 weeks with

total training duration 251
hours.

 Work Based Learnin

duration was 10 weeks with

total training duration 205
hours.

« Corresponds to 30 ECVET.

DEVOPS COMPETENCES FOR SMART CITIES

Smart City Planner MOOC Certificate
This is to certify that: Mr. Smart City Planner

successfully completed the
“DevOps Smart City Planner MOOC”
[Online Learning: 24 weeks / Work Load: 307 hours | ECVET points: 20]

Date Issued: 11/11/2021
The Project Coordinator
- > &

Professor Panagiotis Fitsilis
University of Thessaly

N
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UNIVERSITY OF ONVERSITY _ unwvesiy CENTRO STUD! a “ e :
THESSALY e NICOSIA Tho RN s S o 2
N AW, EVBB
BgEAOT CitiesNet ‘
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FOR MANAGEMENT E DIGIT. E
Planner MOOC comprised of 21 taught jules a part of the DevOps Smart City Planne!
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Open Data City Officer

Official name of the project: Open Data City Officer

Acromym: OpenDCO KEY INFORMATION

Funding Programme: Erasmus+ (European

Commission)
StartDate: Dec 2022

Co-funded by the
Erasmus+ Programme
of the European Union



OPEN DATA CITY OFFICER
(ODCO)

Introductory competences for smart cities




DEVELOPING CITY’S OPEN DATA
COMPETENCIES

Managing Smart City
Open Data Data
Quality Classification

Open Data
Fssentials

Smart City
Open Data
Platforms




EXPLOITING CITY’S OPEN DATA

Smart City
Service co-
design

Smart City Open
Innovation

Open Data
Standards




CASES FOR CITIES OPEN DATA

Health Open
data at the city
and the regional
level

Open Data for
iImproving city's
public services

Open Data for
city’'s
environmental
Issues

Smart City Open
data ethics

Open Data for
city’s education

Open Data for
city’s regulation
and policy
creation




INTRODUCTORY COMPETENCES FOR
SMART CITIES

Smart city
stakeholder
management, and
citizen
engagement.

Smart Cities Business
Models

Smart Cities Security
and Privacy




Occupational profiles

Enhance the portfolio of
(occupational) profiles (e.g.
SC cybersecurity, political
personnel)

Create certifications for new
professions

Promote need for new
profiles

FUTURE STEPS

Smart cities skills
development

Develop digital skills at
municipalities

Develop training programs
for developed occupational
profiles

e Formal

(International MsC)

Winninglithe war @ talent

Manpeis \P°

Citizen participation and
engagement

»  Study the citizen
engagement concepts

* Build on gamification of the
process

* Network citizens




RESEARCH LABORATORY OF MANAGEMENT,
DIGITAL AND EDUCATIONAL SKILLS

* MANDEIS Laboratory covers the educational and
research needs of the Department of Business
Administration of University of Thessaly in the
field of developing the competencies and skills
of employees required in modern businesses
and organizations.

* The MANDEIS Laboratory focuses on
competences required by businesses and
organizations, whether they are management,
digital, research or educational related.

Winning the war of talent

30



WINNING THE WAR OF TALENT -
SUMMARY

Develop new

occupational
profiles

Create fast track
carrier

progression



THANK YOU

Panos Fitsilis

fitsilis@uth.gr

Co-funded by the
Erasmus+ Programme
of the European Union
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